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Abstract of JP2000252854 

PROBLEM TO BE SOLVED: To provide a 
communication responder, where an encryption 
key for making a memory area available is set to 
each IC card, to enhance security and a 
communication system using it. SOLUTION: An 
IC card 3 stores an ID ID0 for identification of the 
IC card 3 in a memory. Further, ID ID1 -IDn are 
given to each of memory areas 171-17n allocated 
to each provider managing a reader/writer 1 so 
as to avoid illegal use during communication. 
Since the provider using the memory areas 171- 
17n for each IC card provides the ID ID1-IDn, the 
number of the IDs differ in respective IC cards. 
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i/XTA^tfcttl> I C*- F 3 Srflff&ti, 7"n 7 7 k 
|B]*<?)t<0{±. |3ItlE^*ftLT-t<0SMIB=arBi^i*«S 

[0032] H6K*-tIC#-F3 ffl«18i 

- 1 8„ izftmztifiix* y 1 8 k , punmes 1 1 1 . 

fisSHIfil 1 2 1 , ^IIPHIES 13>, $IJ»H1£S 1 4 fc , 
1 5 t , «@H]S§ 16t^^L,X.^10* 
M^Jtfett-S I CJ&-F 3 1 M^TD^'4 f 

tf%ti?tm%th y -y ■ 54 * fcfflfs^nffiT* o , 

^'J 18F*]fcfcVvC, ttizticomsu rt. 
•fe^t6»«l 8!~1 8„*«0^(t<3ilTVl>. 
[0 03 3] X, ^^yffliSlS!-! 8 n (i, 7nA--f 

^IB»<t)i c*- F 3 mmt it&xn 1 D#-f- 

(ISIS I Dfc-fS. ) IDla-IDnat, 
■fhfZtb?) I (^^y I Dk-fh. ) I D 1 b~ 

IDnbt L, d^lStf ID IDla-IDna 
St/^^yiD IDlb-IDnbW^DlSflK 
M'mZHX^l . COfgii ID IDla-IDnaS 
t/^^yiD I D 1 b— I Dnbfi, H^<7)I C*- 
F 3 fci o TK^S^ll) t>OT, k&mz&ruJM f 

[0 0 34] H8cOj;oC ToVN'4^B*i s I 
C^-F3 lifcilfiW&IBti^*'; 1 8-l<0rt, « 

«i8i-i*. ic*-F3 i 2 fcjiff-r-i»^(i^ ; Ey 

1 8-2<0rt. fflfegl 8!-2H6BWiki-4. 

E9«i:3t. 3yFo-52^ ; &y 1 Oii, 
I C*-F3 D IDla-lt^^y ID 

ID lb- It Sr. X, I C*-F3 l 2 «i-T-I 
D IDla-2i;/t l JID I D 1 b - 2 £ s ^il 

[003 5] icoj: 3 ^ilft vX-f^coB^to^T. 
H7^«WLTW»f6. i^. H2tfc|Bl«co»^(i, 

yjfUz&^X. E|2^STEP l&V'ST 
EP2t|Siaic7)«MS:STEP 1 aRt/'STE P 2 at 
ISlIfl^-R c 1 SrWlDLfe^frfl^SrC 1 * I C 
ij- F 3 1 CJMff-fl, .X. iOfc & , ^ft^-C 1 l/z 
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[00 36] I C t- Y 3 1 **|R]iraillS& 1 1 TMcOifHr 
fl-tC lSr»I-f|>i N STEP3afcfeV^T. SOfflHII 
ft 1 4 T U - 9~ ■ 7 A 9 1 * U fiM 1 S , 'vcO 7 9 

*.x*imLx^hz.i*umt&tti>\,z, n2cos 

TE P 3 fc nm(C . SSGItt 1 5 CfMHUHK 1 4 XWM 
ItzVmH^Rc l^m&tl. STEP4a&y'ST 
EP 5 alCfe^T, H20STEP4$.y ; 'STEP 5k 

[00 3 7] fLT, #J*@B&14fci3Vvt\ ftgHft 
1 6t1SII(f#Rc 1 (cS^T±J&£*uttgaEfl-f R 
c2=f 2 (Rc 1 ) S.t/\ >*'J 1 8 iOR^ajLfc 
fl« 1 8i CO^HI ID I D 1 a*\ (E^il^-R 1 CttAD 
$*U> (STEP 6 a) . i<7)J:ot^$it^JS^fi 

1 14. stomais 1 3 -cssisfiT nmm% 1 1 ± 

0 V-9' ■ ?4 9 l {zmt^flh ( STE P 7 a ) . 

[0038] >J-9'- 74 9 1 tfzvm'gm^R 1 

WmnAk^m-fht. STEP8a-14aCj3U 
t, 02cOSTEP8~l 4 bmWMftZ'fio. EP 
0JfP@^6TJ£^fI^-R 1 i. DlSfi I D I D 1 a 

Rvima^Rc 2%m%ii, imm^nzx^xum 
teaia* n gco*§-& , ayvu-7 2b commmbti-f 

STEP 1 0 afc^LT^mBSKISHfl-^Rc 
3 = f 1 ( R c 2 ) L fcft, fSSEfl^R c 3 fc-ft 

<9*£\ STEP 1 1 at^fftJta, 3>Tn-52 
T * U 1 0 ftCDtm ID I D 1 a CflJ&t & * * 'J 
ID I D 1 b SrSE^tf} LT 'J ■ 54 ? 1 KiHtiJ 
L» I2IIfI^Rc saWt'J ID I D 1 b SrfffluL 
/ttfKHf^C 2 Srffejt-f 3>, X. ISIttl D I D 1 a# 

2' #$W[IM6T£j££;fl£. 

[00 39] ZCOX 3 fi^ft^C 2 , C 2 ' 
£tl& k , <TC0ifiHHf^£ I C#- K 3 1 izmtti 

(STEP15a) 4 4> icoiSflft-f Rc 2 = f 2 

( rc i ) tisif 2 ( ) tfmtd-zmx%h<?)-z\ 

ij — ^" • 7 A 9 1\H C/7- H 3 1 SrigSE-fl. . t -o 
X . ^fl^-C 2** I C#- F 3 1 tiSfl . 
[ 0 0 4 0 ] ZZ X\ STE P 1 6 aJ^cofMf-Co^ 
Ttt, H7T*fflLTV^4iB^J3Wi. H2COSTEP 

[ 0 0 4 1 ] 4-. I C#- F 3 1 A%^fl^C 2 SrSff 
t S fc « MfWIlIB 1 4 T\ C 2 i o BEflj-t r 

cSSWt'JID I D 1 bSr^frrfS ( STEP 1 
6 a ) . ffl, » 1 iOHiilt |5l«C I C#— F 3 1 
*^fl-f C 2 ' Sr»tt4 L 'J-r • 74 9 K 3 
>'hn-52. $.y'I C#-F3 lCfc^T STE P 3 



ft^-R c 3 A* y ■ 5 4 9 1 rtTSW f l O #16$ 
ftfcfc^Tfcia^SrWJLT s y-^ • 7 A 9 1 # 
jiE^A^Sr^Brf S (STEP17a)„ 
[0042] Z<r>k £ , §2iBS&3ia*OK<7)ia£, *t 9 

mi Si^^y i Dttmtx. mmmzi 4izx 
ij _^ . ^ 4 ? i »^iifi^^^ =e y i d tf-WLth 

frm^Ml (STEP 18a) s -UctWi'STEP 
2 0 alcgff -iScL^rttixif STE P 1 9 afc^ff 
X. STEP 1 7 aTlSIIMa^'NGcO^, X 
(4, STE P 1 8 aT'^y I DtR^X'hlb % , 
1 4 3 tltmwm R c 3 SHISS 1 
6 tCjMtti L- . ?S*H]E# 1 6 TBHfi^R c 4 = f 2 ( R 
c3) Sr^JtLT (STEP19a) , STEP20a 

[0043] STEP 1 SaXiiSTEP 1 9a<?)j;o 
iSOSIftfP LSTEP20a CBSfH - § k - BE 

sgSA s o k co t % \m\mmxh i z t £ y • 5 4 

9 1 tfii S^toWjE^fl-^R 2 Sr . IglESgft^N GcO 
t $ iifSliEfi^R c 4 St/lgii ID I D 1 a ^rftjD I 

tzm-mR2- mrnmi 4x£.&luz'&. v-9 

■7491 t/ZmHtl ( STE P 2 1 a ) , 4\ ISIEfi 
fRc3=f 1 (Rc2) X'&o. *)-■?■ 749\fr 

t>mitzti&**: ] J 1 d(4 1 d 1 bx-h^^^ummi 

8^9^ 'J I Dt-frr^W, STEP2UT 
(4, Mfl^I tro* 2. Z k Sr U-^ ■ 74 9 1 tfsi & 
ft^JE^fi-^-R 2 #'5MfIS^I> . 
[0 044] y-r- ^'je^ft^R 2 SrSft-f 

Sfc, »J«HI»6T. J^ff^R2 iO I C*-K3 1 
ftcr^^VWMl a^m&^tt. Wm&ktzitzZ 

k nmth ( ste p 2 2 a ) . jisj, m <&®sm 
k mat s o-y-74 91 ^r 2 ■ *%.m 

St, y-^- ayya-72, MflCfi 

— F 3 1 CiJ^tSTEP 8 alillS&Oi&f^Sr^yM"?". 
[004 5] 4, JS§ft^R2SrgfiLfci>«?5i:LT^ 
!> cOT\ 6j; , 93yFa-72 co±SW0S§ 9 

ci cj&-k3 i t3i«^rffi-c*sikS:isas^-<i:s 

(STEP23a) . a V h Q-7 2*<l C#- H 3 1 

t Mfi^rtgt'* Sit Srisitti> k. y • 5 -f ^ i 

^^•LT I C*-F3 1 tffiSCfflffS:ffV\ ZCOMH 
Vft 3 HI 1 1 C 9j - K 3 1 CO* * y WtL 1 8 1 Or-^ 
cOM&EiJLXliS^S^fH (STEP24a) . 
[0046] i^, ®l&l>'^2coHJS^®t*3ViT, 'J 
• I C9t-YcnW:WmWMMm^h 

it, &<WMff'fthtl%fr'>tzk% . 3yhD-7fci 
5-* y-fe-v*^fl$ix, affi**»7Sil«. X, I 
C ^7 - H Xi4 n y h n - 7 X I D #-f-«0ilfS A ? »[ni^ 
*>*U ^i* *i t ^-Sc i L < lifffc L * ^ fc flK 3 *ut 
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[0047] ifwm^<r>%mmz-o\^x. mm* 

moM^yXv-MziiWC. 01 OtScfy-^' ■ 54 
i*i(ct3(tl>y-^" ■ y4-?lMfi>\-v-y2<?)t\U 

mmtnmco^tti. 01001 c^-Frit 

* 7'n »/ ?{Cfc(,vt s 0 1 c7)Mfl^XrArttfc(t 

trn^tt 1 x % mmtmmrmt 4 . 

[0 04 8] 01 0fc*tl C^-F3 2{±, ISl 9 
!~1 PstftflSnfc^t'J 1 9 k, EMEUS 1 It. 

mm$ 1 2 1 . MSiiw nt, ^ifflw 1 4 k . 
I2SEH1S& is t. immt 1 6 k £*rt * . ss i m 

5$M0B!BKi3tt4 I C#- K 3 kH8L TzvU yc 

i , c 2 , c 3#-eti-wga-r4 y-y • y-iftm 
wwmx'h*). i 9Mz&^x. yv.'urc 

1. C2, C3^-tl-?tlC 7?-tXttffl&19 l , 

1 9 2 , 1 9 3 *^0**t^>tlTV^. 

[ 0 0 4 9 ] X, 7*oA4 yc 1 # I C ti- H 3 2 £PJ 

>S> #fl|j$3ivC^St>Wt4. W=» Z.<ny*JV-ti*7 

{k£*i4. 4-. rviuyc itmmtiv-y ■ 54 

? 5 0 1 1 C j&- H 3 2 #jfi« LT . £ 1 X1±S& 2 OH 

dtXf I C 7) - F 3 2 A«ffl2BiE Lfc». -X * 'J tttt 1 9 
itfmmZtlX. a>ha-7 5 1 k I C#-F3 2k 
coiSIT >J • 54 * 5 0 Zj\-LtzWmiMtfck% -o tz 

[0050] I C ij- K3 2 «0a- f-D#\ f^Jifftf 

yjyx^ypi JfCffcfc £ £fe -5 fert fc f W L t n 4 

toKbtmmz^xmmh. 

y 9 n t: «» $ fvt ^ § b* 7 h ft ^ aj-t tfr^ 

fi-^. nyhD-5 5 lrteD^t'J (^F0*) tEli 
LT U4 a— f- D fl» 0 «»<OflMR**ttilP 3 *U -O 
^ft^'3>-hD-55 1 iOU— 54?50£ 
tf-l-T I C#-K3 2KiMft$:ft.4. c\<T)t*. ^yh 
n-7 5 lTIi, -If- D (OS 0 Sic £ if 

[00 5 1 ] IC#-F3 2££Oj:3&iijHHt^£S 
fi-f4 k , flJWmft 1 4 J "3 ^ y*rV>?zmfr& I 

^imbtm^^ummi 9 1 i&ffl*tii. 
y mjs 1 9, izitAiB i^mt-tt m-m&zii& 

k, ^"^y^^y^^K^tUL^kL. WWII 4 
X'%<?> b" -y MR*«* ">y b Ztlt . mz. MMbW 1 4 
■Ctt. #^fl-tt#iP3ii^3>ho-5 5 lrt^^t 

y t^Btt lt v ^ i-Hf - d 0 Sit k ^ y * *j y 



^pm^fihm^bumLx-m-htmi-f 

J£^fl#£, y-^- 54^5 0$r^L-Cnyho-5 
5 1 IzWM-fh . 

[00 5 2] lii, zcofc^imzm 

i>ks y-^ - - 54^5 0^tf. y+jyij'tytft 

£-£!)iutfHi-S5-£ I C*-K3 2tjMtttl>. ^Ok 
i s rzyha-5 5 ltli, S&vif^a— f-D<?5S 
D«ft£«*L±0Jffll0K (^0*) rtfciEttf* . I 
C*-H3 2*^co^ffi^S(tl>k, $iJfP@S§l 4 

io^v^^y^^^ i&mm b-ti fi-f * y 

tgk-TI>ft^Maj$iil>k, ^'^y^^y^irtf^a 
6. 

[0053]<I<7)J:3 taaR^iJ^SnS k . fHfifSllt 
l AXMMkW^ yfiyfcWv h&tfWM-Zti. 

i ob -y hfttffl s-t h msrm mmm z ntz mm 

*Ltf y4?5 0Z-ftLXnyVa-75 it 

LJtflaRkjeSHS^J: O^SftSKftfcJtlKl.T-R 

mmnmz^xmmmjti> . 

[00 54]X, IC^-K32ky-^- 54^50 
^fflSEH L-CSHPr«gk&->*:f^ ai(?:tiSD$^l> 
fc*tLX-if- D #'A#& L/t k # cOttf^^i^Hfl-ri) . 
£1\ ^"-7 y^^y^rtfc^StlTV^b ••/. HftSrR 
frft-ftztbcr ) -$8^mm,z. 3>b d-5 5 1 'J 
ti £1f LT ^4 a-— f - D <rm *) JSit^'M^'ttiD 3 

to*«fif#3ybn-5 5 l J; 0 U-^ • 5^ 
^ 5 OSr^LT I C*-K3 2tjifi3tLl», 

[00 5 5] I C^-H3 2tCl<?)J:-5 : 5r^ft-§-SrS 

ftf 4 k . imwi& lAt^y-ny-ti^y? zm&£ i 

vimi 9 1 i / zm^mmmb-rm^i) i miiiztii 
k . y*7 yii v y?*m*-\& L^tSk i , sofflnis& 1 4 

t'-e<7) b" -y t- iC^'* »7 y h $ tl h . H K - SJffl@S& 1 4 
y tf BIS L T ^ 4 a.— f r - D <7)S 0 Sft k / ^ yfl *7 > 

h. c\<?>mtf-^.Ltzb% . -wtitzztzm-tz 
ftmm^ . v-y ■ y-i?5ozftLxiyvu-y 
5 1 cgfi-rs . 

[00 56] nyhD-5 5 Hi. iOJE^fl^SrSit 
4k. U-r- 54^50S:^L-C. y*jyti*7y9ft 
(Ob-/ hft£AAf*«JKfttffl^1-4b.y h»(cS3ES 
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3 y V n- 7 5 1 XU . A&f&Oa— f- D OS 9 iSft 
L±$W[IIS£ftfclB'ltt4 . I C*- H 3 2#M 

0- rfMHI-^SrSt t4 fc - frJfflW 1 4 J: 0 ^ *J > 

* £* § &* «TI e fc § ft^^X =E U 1 9 1 ICSSffi 
$ ft 4 . .X * 'J fttf 1 9 , fc« S ii^f & fc 1" 4 fl^tf 
il£tli$;ft.4fc, ^y^y?£«ii^t£fc&4„ 
fOfjL SMfflW 1 4 J: 0 U -t -v Ml^ ? iMfl£ii, - 
Ms MkSixS . £0<k3fc3lMfc;S*ifc&> 
#^y?flfcffi#$ii-0">4 t" 7 hftjt^itfHi^J: 

tts ix § t" ■/ 1- Steffi i*4 & x'wmz ti 4 . 
[0057] .r^j: a cjsaR*gesESiii. fc , *j«hi» 

l 4T"^JSffto^"^>^^>-^^t"7 hft#«g$*u 
; co y ^ y A *7 y 9 <r> t" 7 h ft ffl S -f £ agRfOtiHSto* 
ttJn$ftfci£gfi^-*\ 'J-^- 7-f^5 0?r^Lt3 
yha-5 5 lfciMfi$;ft4, 3>hn-55 lT'ti. 
ifrJffiWfciB'lt LfcSft fc JESfg ^J: £ix4,K 
ft£Jt«LT-icU:fc#. -&Ur.lfc£*II'3-ti-4ife 
^•ft^£ I C/j— Kfcafl"f~4 iHt, 3ybn- 7 
5 1 CO;** 1» fc^co®ft£fB1)l£-£Ta{l£srrt4 ,, 
[00 58] I^COilMMTIi . I C it- Y fc H -> 

* MtfltTafl £ ff a fflfifflJE^S JB wc Rfc L fc # , 

as 1 ~» 3 cvmmmwz. o izimcomsmfi o fc^ 

col3W[I]S&fcffl^4ft*>9£. AtHyl-f >"?-7x-fx 

sjcssa^wsisciftfti) - fc fc . -ecoafifr" 

[00 59] 

[WHO**] 11*11 lfclBSa^MflfflJE^ii, fB'li 

SKl^fc LTIS^L. ;«HfI^-fcJ:oTlulSIB'»iW 
coftffl fcfF*Pt4 i a fc&-oT V>4 Of, £ Oil 
(IfflJBS^IiSrffiffl-tS^fc-C, J: OKtttOlSv^ifi^ 
*-rAfc»fct* 4. 

[0060] iiit<3i2fcie«oiiftfflJS«#5(±. itrfBM 

1- 4 i fc X\ If*il 1 fclEaoiiflfflJE^fli 0 ££'14 
OK^iifli/^f-A^ffM't^ i fcA s T"# I). 

[0061] imm3iztm^mimm^i. nm%5 
a^aiicof^fc**^ $ fcfi^£f^n l . Mi-^-fc i 

o TKiaiS^jiiE* t coa^frfc WJt 4 BE^BttfR 
ftfc*l"O*4«0T\ J6S«#SH&<0i8Hfcff 5 *"Cs 
IiA ! »^l^T', ;coafifflJ£g^fcttffl*4 £ 

fct-. ar$3 1 fciBKoafiffl^isJ: d^kco^ 

iifl^Xf A^ffMt-4 i fc #'T"i? 4 . 

[0062] 11*114 fciemoitfiffljE^ii, me* 

PplfsfcafiOlf -51 ^*J6 4 fcifcflte^* 

sfc . nwrn^mm^m^nbx # fcft-?^^» 



4 BiE^ a fc **Rft <9 tit u 4 O t . £ OfflflfflfB^ls 
4 JlfcT\ Il*il 1 fclB«oaftfflJE^i 0 
££ttOi(uaf!i/.xf AS-ffM-f4 i fc* { t"i? 4 . 
[0063] 11*115 fciEKOfflfgfflJESStts 
fc t loolfittfIii* i «ftlB'ifg|5WfcJ;oTli)S;$tl4 
COT. K^-Kcoio^r, ^OJSftSr^coft 

fcOfc LTji^4>rfc^@Wfc Lfciettw****** 

^fc*^fc^4. 

[0064] 11*116 fclBttcO^-ffiMafl^Xf 

11*11 1 - 5 «ut tifrizsdMcommmummm i 

fcafli'^-r ATS) 4 COT. *raS&lflt?88<35K*tf 
ISKt4fcftfc, JE^IsEIWOSIfl^'ffl^^ti. ££ 

tto^^a^v^^fAfc ixm&LZtih, 

[HI ] *^o«ioilMMt'-ffifflt4affv^T 

ACOflt^^*yo-y^H. 
[H2] HlfcTK^afl^rAOfj^SriK-t^^Af' 

[03] Hlfc^rtaflv'XTAfcfeV^TU-^- 7-i 

?£<mt&7wyt 1 c^-F^t'Jis*) 

[H4 ] HI fc^faff i/^f-ATflSffl-t* I C*-H 
[05] Hlfc^-fafS^rATfSffl-r4nyba- 

[H6 ] *wn<nm2<7)mffimxmtim{wi<-ZT 

[07] 06fc^-rafi^-rAcoi)^5:^-r^-f Af- 
■v— h. 

[08] 06fc7p-ta(i^XrAT"ffi.ffl-r4 I C^-K 

[09] 06fc^-tafS^TATffiffl-t4 3yhn- 
yco^RUy^E 'J i*lSI5co*iiSr^1-7"n y ^0„ 
[010] *»BJ<0*3O5l3t»»VttB^saB^ 

TAcoit BStsrTK-ryn 7 ?m. 

[011] ^OafivXrAOffi^^^-fT'O-y^ 

0. 

1,50 ■ 
2,5 1 3yho-7 
3,31,32 I Cti-Y 
4,11 |5]P@ff# 

5, 13 %.WM®ffi 

6, 14 »@B 

7,15 vmm& 
s, 16 anFmii 

9 iSiJfflHHS^ 

10,17,18,19 /J^'J 
1 2 SggHISS 
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